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New average time fast CVP/ SVP algorithms

Main Theorem.

Given a lattice vector of length < v2er n®X\; NEW ENUM finds
under GSA a shortest lattice vector in linear space and
n°M)  (nb+oMrd(£)*)"/8 time.
Here nis the dimension of lattice £, the relative density of L:
rd(L) =der Myn '/ Z(det £)71/" < 1
relates to the first successive minimum Ay and the HERMITE
constant v, which satisfies for all £ : A2 < ~, (det £)?/".

The time bound is polynomial if rd(L) is not nearly maximal.

GSA: assumes, for simplicity, that the quotients of the lengths
of two consecutive orthogonalized basis vectors all coincide.

The assumption GSA has been used previously in theory and
practice [S03, S07]. It is the Geometrical Series Assumption.



Lattices, QR-decomposition, LLL-bases

lattice basis B=[by,...,by) € Z™"
lattice L(B)={Bx|xeZ"}

norm IXI| = (%, %) = (X7 x])1/2
SV-length A1(£) = min{||b]| | b € £\{0}}

Successive minima Ay, ..., \p

QR-decomposition B = QR C R™*" such that

o the GNF — geom. normal form — R = [r;;] € R™" is
uppertriangular, r;; = 0 for j < iand r;; > 0,

e Q c R™" isometric: (Qx,Qy) = (x,y).

LLL-basis B = QR for § € (3,1] (Lenstra, Lenstra, Lovasz 82):
1. |rj| < srijforallj > i (size-reduced)

2. 6r3, <r?

2 P
it T 11 fori=1,...,n—1.



Quality of LLL-bases

Let§ € (1,1] be constantand o = 1/(5 — 1) =
§~1,yields a=1/(6 — ]) ~ 5. [LLL82] focus
det £ = det(Bl’B)V2

4
3
on 5:%,0422

Theorem [LLL82]

1. |bq]2 < @2 (detL)?/" 2. ||by[|2 < o™ 112,
3. |bil? <o/ 'rZ,
4. o M <|bjPA2 <™ fori=1,..,n

The LLL-algorithm transforms a given basis B into an LLL-basis
BT with T € GLx(Z).

The LLL-algorithm is polynomial time using O(n3mlog1/§ |Bl|)
arithmetic steps on integers of bit length O(nlog ||B||), where
IB]| = max; [[b;||? for B = [by, ..., bn].



HKZ-bases

B = QR is an HKZ-basis (Hermite 1850, Korkine-Zolotareff
1873) if:
1. ltis size-reduced: |r;j| < 3ri;forall j > i
2. r;jis minimal under all transforms in GL(Z)
that preserve b+,..bji_1, ( and thus o, I’,',17,',1).

Note that B = QR is an LLL/HKZ-bases if and only if R is an
LLL/HKZ-basis.

Theorem [LLS90]
An HKZ-basis B € R™*" of lattice £ satisfies

4/(i+3) < [Ibj|PA72 < (i+3)/4 fori=1,...n.



The Schnorr Adleman Prime Number Lattice

Let N be a positive integer that is not a prime power. Let
pi < --- < pp enumerate all primes less than (In N)* for some
a > 1. Let the prime factors p of N satisfy p > py.

We show how to factor N by solving easy CVP’s for the lattice
L£(B) with the following basis matrix B = [by, ..., bp] € R(T+1)xn
and the target vectors N € R"*" for some ¢ > 0 and either

N = N or N’ = Np,; for some prime p,; > pn :

VInp; [ 0

N =

B: - , -
\/lnpn 0

NCinp; --- NCInp, NEln N/




Constructing Nearly Shortest Lattice Vectors

Lemma 5.3 [Micciancio, Goldwasser 02] \;(B)? > 2¢cIn N.

For a nearly shortest lattice vector we need two smooth
integers u, v that are very close, e.g., [u — v| = 1.

Problem is not known to be polynomial time.
We extend the prime basis by irreducible algebraic numbers

atwhforj=1,..,25" -1, where w2 ' = —1.
Note that & —1= ]_[j?;1 (a+ wé) holds for all arbitrary a.
s=1: #—1=(a—1)(a+1).

For a = 2 this yields smooth numbers u = 2%°, v = 22° — 1.

Complex lattices: replace R by C and Z by Z[i].
LLL-reduction of B € C™" nicely extends to complex bases B
£(B) =aer {Bz |z € Z]i]"}.
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