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Card-only Attacks on Mifare Classic

MiFare Classic Crypto-1

Stream cipher used in about 200 million RFID
chips worldwide.

e Ticketing
(e.g. London’s
Underground).

e Access to high-security
buildings
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Card-only Attacks on Mifare Classic

Crypto-1 Algo + Auth. Protocol

Challenge Response Key stream
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Card-only Attacks on Mifare Classic

Cryptol Cipher

Tag/Reader IV
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Card-only Attacks on Mifare Classic

Key Recovery

with consecutive say 96 bits of keystream:

0.05 seconds.
[de Koning Gans et al, Esorics 2008]
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Card-only Attacks on Mifare Classic

However

These known attacks are NOT really
practical.

They require access to either

e a legitimate card reader [that must
know the key]

e or transcripts of recorded
transactions

Hard to get in practice.
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Card-only Attacks on Mifare Classic

Card-Only Attacks

he real security guestion Is:

Can | break it, when | am sitting
near the cardholder for a few
minutes in the underground
(contactless card queries).

Yes, we can!
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Card-only Attacks on Mifare Classic

Card-Only Attacks

Danger is 24h/24.

Anybody that Is sitting/standing
next to you can steal your
identity (or at least enter some
very nice building himself...)
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Card-only Attacks on Mifare Classic

A Bug In MiFare Classic

Now known as parity attack.

1) the card does encrypt data with redundancy.

=> never do that...

Cf. [Biham-Barkan-Keller: Instant Ciphertext-Only Cryptanalysis of GSM..
Crypto’03 and JoC’08]
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Card-only Attacks on Mifare Classic

2) There i1s Worse...

2)

sometimes it replies

to a patient attacker with a mysterious 4 bits
cryptogram...

But only sometimes. Maybe nobody would
notice...

A bug or a backdoor?
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Card-only Attacks on Mifare Classic

Data Acquisition

Need low-level access.

These two boards + software work
and are widely available:
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Card-only Attacks on Mifare Classic &
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Card-only Attacks on Mifare Classic

But How to Exploit This Property?

Recover the key from this scarce information???

New Nijmegen Attacks [Oakland, May 2009].

Require either

. 28500 queries to the card, or

. 4000 queries + brute-force like pre-computation + massive storage.

My attack [will be presented at SECRYPT 2009]:
. few hundred queries

. Zero pre-computation

. iInstant running time
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Card-only Attacks on Mifare Classic

My Previous Attack [eprint]

A conditional multiple differential attack.

| exhibit a set of differentials that 00000001 8DCIB21FEELD

. Q0000002 1BE3643EDCZ0
° hOId S_ImUItaneOUSIV Tor Q0000004 3706CETDBEA4D
256 different encryptions
with overall probability
of about 1/8.4

— That ‘s a VERY high probability!

— Source: bad bad bad Boolean functions......

See [an archived version of]: eprint.iacr.org/2009/137.
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Card-only Attacks on Mifare Classic

My New Attack

More dense and better.
Manipulate parity bits,
not the actual data.

We only need
a set of differentials that

e hold simultaneously for
16 different encryptions

« overall probabillity
of about 1/1.5
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Card-only Attacks on Mifare Classic

Detailed Attack

Fix the card nonce
Fix the 8-byte cryptogram

Modify 8 parity bits at random until the card replies with 4-bit
encrypted NACK.

—  This requires 128 queries on average.
Now keep first 4 or more parity bits constant.

Change the last 4 bits in the 3" byte of the spoof cryptogram. And the
last 4 parity bits too.

— Until the card replies again.

With probability about 1/(2*1.5)
we get 16 encryptions with the same keystream.

—  The keystream is guessed and recovered in the attack.
The key is then found instantly (<1 s).

18 Nicolas T. Courtois Eurocrypt 2009 Rump Session m.



